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AHHOTaLIUS

«ABTOMaTU3MpOBaHHAs cucTemMa aucneryepckoro ympasiaeHus «IIYIIBCy»
(manee mo Tekcty — ACJLY «ITYJIbCy») siBisieTcst mporpaMMHO-aIapaTHOl CHCTEMOM
51 pa3zpaboTaHo ¢ uenbto onucanus npouecca yctaHoBku ACIY «IIYJIbC» Ha
cepBepax U pabovmx CTAaHIHUSAX.

B nokymenTe npuBeieHbl OCHOBHBIE CBEICHM S, HEOOXOIUMBIE JIJIS1 BBITTOTHEHUS
ycranoBku ACHY  «[IYJIbC», Ha3zHaueHHWE TPOrpaMMHOr0  OOEecCredyeHus,
KOH(UTrypaiusi mporpaMMHO-TEXHHYECKOTO KOMILIEKCA.
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1. BBEJIEHUME

[TomHoe = HaWMMEHOBaHHME  CHUCTEMbl:  ABTOMAaTH3MpPOBAaHHAs  CHUCTEMa
nucnetruepckoro ynpasieHus: «I[1YJIbCy»

ACLY «I1YJIbC» siBisieTcs nporpaMMHO—annapaTHoil cucteMoid. OCHOBHBIMU
byaknusvu ACJLY «ITYJIbBCy sBasiercs cOop, mepeaada, KOHTPOJIb, OTOOpaKeHNE 1
HAKOIUJIEHUE WH(OpPMAIMU C YCTPOMCTB AaBTOMATUKU M TEIEMEXAHUKHU JBUKEHUS
IIOE3/10B.

ACHY «IIYJIBC» mnpennasHadeHa Uil JAMCIETYEPCKOIO  YIpaBICHUS
YCTPOMCTBAMH aBTOMATHUKH U TEJIEMEXAHUKH JIBH)KEHHUS T1OE3/10B.

ACHY «I1YJIBC» mno3BonseT ChIenuanucTaM BBINOJHATH MOHHUTOPUHIA
npoliecca IBUKEHHUS MOE3/10B B PEKUME PEAIBHOTO BPEMEHH, a TAK)KE CBOEBPEMEHHO
pearnpoBaTh Ha UBMEHEHUE COCTOSHUSL YCTPOMCTB U 000PYJOBaHUS.
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2. OBJACTb IPUMEHEHUA

ACHY «IIYJIbC» mnpeaHazHayeHO [l MCIOJB30BAHUS B CTPYKTYPHBIX
NO/Ipa3/IEJICHUSAX METPOIIOJIUTEHA.

[Tomp3oBarenu ACHY «IIYJIBCy» momKHBI BIaJeTh HAadallbHBIMH HaBBIKAMU
MCITOJIb30BAHUS IEPCOHAIBHOTO KOMITBIOTEPA U M3YUYUTh HacTosee PykoBoacTBo.

ACHY «IIYJIBC» pa3BopauMBaeTcsi Ha cepBepax M padOYUX CTaHIUAX
CTPYKTYPHBIX TOJIpa3€ICHUI METPOIOJIUTEHA.
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3. OBO3HAYEHUSA U COKPALLEHUSA

TCP/IP — HAa0Op KOMMYHHMKAIIMOHHBIX MPOTOKOJIOB, MCIOJb3YEMBIX B
KOMITBIOTEPHBIX ceTsax. ba3zoBeie mpotokonsl Habopa — TCP
(mpoTokos ympaBieHus nepenadeil) u IP (uHTEpHET-

IPOTOKOJT)
FTP — CrannapTHbI POTOKOJ Nepenayu ¢aiion
NGINX — Beb-cepgep
XML — pacluupsieMbld  SI3bIK  Pa3METKH, NPEIHA3HAYCHHBIA IS

XPaHEHUs U Nepelayv CTPYKTYPUPOBAHHBIX JaHHBIX

ACHY «I1YJIbC» — ABTOMAaTM3MpOBAaHHAS CUCTEMA JUCIIETYEPCKOTO YIPABICHUS
«ITYJIBC».
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4. MOPAAOK YCTAHOBKU

B nanHOM MHCTPYKIIMKU pacIucaH MPOIECC YCTAHOBKU U HACTPOUKHU CHCTEMbI Ha
0a3e onepalMoHHOM cucTeMbl cemeiicTBa debian. YcraHoBKa U HACTpoWKa Ha APYTHUX
linux cucTemMax MPOUCXOAUT AHAIOTUYHO.

4.1. YcraHoBKa M HacTpoiika postgresql

st ycranoBku u Hactpoiiku CYBJ[ PostgresSQL HeoOXoauMo BBIMOTHUTH
CHEYIOLINE JECUCTBUS !

1. VYcranouts CYB/I.

sudo sh -c 'echo "deb http://apt.postgresql.org/pub/repos/apt $(Isb_release -cs)-pgdg
main" > /etc/apt/sources.list.d/pgdg.list'

wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-
key add —

sudo apt-get update

sudo apt-get -y install postgresql

2. Co3pnath 0a3y JaHHBIX W MTOJIB30BATEIS IS JOCTYTA K HEH.

sudo -u postgres psql
//J1anbliie moce KaxI0M CTPOKU HaxkuMaTh Enter
postgres=# create database mydb;
postgres=# create user myuser with encrypted password 'mypass’;
postgres=# grant all privileges on database mydb to myuser;
postgres=# alter database mydb set timezone to 'Etc/UTC';
postgres=# select pg_reload_conf();
postgres=# \q
Ilepen BeIIOTHEHHEM KOMAH/I yKa3aTh CIEAYIOLINE ITapaMETPHI:
o mydb — Nms 6a3wl JaHHBIX.
e myuser — Mms nosib3oBaTesnst 0a3bl JaHHBIX.

e 'mypass' — ITaposb 1715 Iosib30BaTeNs 0a3bl JaHHBIX.
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3. HactpouTts noctymna k 6a3e JaHHBIX.
1. B koudurypamnuonnsiii Qaitn pg hba.conf no6GaBute B KoHIE ¢ailna
HOBYIO CTPOKY:
host mydb myuser 0.0.0.0/0 md5

2. OTpenakTupoBaTh CTPOKY KOoHpurypammonHoro ¢aina postgresql.conf
CJIETYIOIIUM 00pa3oM:

listen_adresses = "*'

4. HactpouTh napameTpbl cepBepa 0a3 JaHHBIX.

OtpenaktupoBath KoHUTyparmoHHbld (aitn postgresql.conf ciemyromum
oOpazom:

max_connections = 36

shared buffers = 1GB

work_mem = 512MB
maintenance_work_mem = 1GB
autovacuum_work_mem = 8MB
effective_io_concurrency = 200
wal_compression = on
wal_log_hints = on

wal_buffers = 64MB
checkpoint_timeout = 10min
checkpoint_completion_target = 0.9
max_wal_size = 200GB
effective_cache_size = 10GB
autovacuum_max_workers =5
autovacuum_vacuum_cost_limit = 3000

[Tocne coxpanenus: koH(pUTa Mepe3anyCcTuTh cepBuc Service postgresql restart

5. OTKpbITh BHELIHUHN AOCTYN K IOpTYy 5432

4.2. Ycranoska docker u docker-compose

VYcranoBka nanHoro IIO 3akmtouaeTcss B pa3BepThIBAHUM Ha CepBepe
CJIEIYIOUIUX KOMIIOHEHTOB:

e Komnreiinepusatop npunoxenui Docker
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e UHCTpyMeHT misi 3amycka W yIOpaBICHHS MYJIbTUKOHTCHHEPHBIMU
npunoxennsmu docker-compose

[Topsimok yCTaHOBKH:
sudo apt-get install docker.io curl

sudo curl -L "https://github.com/docker/compose/releases/download/1.29.2/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose

sudo chmod +x /usr/local/bin/docker-compose

sudo In -s /usr/local/bin/docker-compose /usr/bin/docker-compose

4.3. Hactpoiika komnoHeHToB ACHLY «I1YJIBC»

1. PacmakoBaTh apxuB C KOJAOM B OTAENbHYIO manky. [lamka pomkHa OBITh
3apaHee co3faHa. [ 3Toro HeoOX0AMMO BBITIOJHUTH CIEAYIOIINE KOMaH b

mkdir <folder_name>

tar -C <folder_path> -xvf <archive_name>

2. B ¢aiine metro_backend/quark_config/docker/backend/config.ini ykasars
napameTpsl noakaoueHus K b1 B cekuuu [DATABASE] u coxpanuts ¢aii.
name = 3nauenue mydb u3 mynkra 5.1.
user = 3HaueHue Myuser u3 myHkra 5.1.
password = 3HaueHre mypass u3 myHkra 5.1.
3. Hacrpoiika ¢aitna docker-compose.ymi
1. lns cepsuca frontend aprymenr QUARK_API HOST mgomken
yKa3bIBaTh Ha IP-aapec, Mo KOTOPOMY BeO-TTPHIIOKEHHE OYIET TOCTYITHO
JUTSI TIOJTKITFOUEHUS TT0JTh30BaTENICH.
2. Ilpn HEoOXOAMMOCTH TMOJKIIOUEHUS K KOHTPOJUIEPY, JO0aBUTH IS
cepBuca producer nepeMeHHbIE OKPYKCHHS.
environment:
- [P=IP agpec konTpoIiepa
- PORT=CeteBoii NOPT AJIsI NOJKIOYEHUS KOHTPOJLIEpA

4. 3amyctuth cOopky udepe3 docker-composer u3 KOpHS Mamkd CO3JaHHBIA B
IIYHKTE 2.
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sudo docker-compose -f docker-compose.yml up --build -d

5. Ilocne mepBoit cOOpKM HYXHO CO3/1aTh KOMIIAHUIO, aJMUHHUCTpaTopa u
3aITyCTUTh MUTPAITUIO IAHHBIX.
5.1. 3amycTuTh KOMaHIy JUIS IOJIKIIOYEHUS K KOHTeHHepy backend.

sudo docker exec -it metro_backend_1 bash

5.2. 3amycTUTh KOMaHIy JUIS CO3JJaHUsI KOMITAHUU.

quark-admin create_data_area

5.3. Bgecrtu 3Hauenue 'ocH' (0e3 kaBbluek) B nosie DataArea: u HaxaTh
Enter.

5.4. Haxarts y u Enter.

5.5. 3amycTuTh KOMaHAY JUIsl CO3/IaHUSI aIMUHUCTPATOPA.

quark-admin create_superuser

5.6. Bsectu 3Hauenme 'admin' (6e3 kaBwiuek) B mojie Username: u
Haxatb Enter.

5.7. Bgsecrtu 3Hauenue 'admin@admin.com' B none Email address: u
Haxatb Enter.

5.8. B nganHOM mrare HUUEro BBOAUTH HE HY>KHO M HaxaTh Enter.

5.9. B nanHOM mare HY>KHO BBECTH MapoJib IJIA aJMUHHUCTpaTopa M
Haxatb Enter.

5.10. B maHHOM mare HYXXHO BBECTH Mapoib ISl aIMUHHCTpaTopa
IIOBTOPHO U HaXkaTh Enter.

5.11. 3anmycTuTh KOMaHAY ISl 3arPy3KH HAYaJIbHBIX HaCTPOEK.

quark-admin migrate_data

5.12. 3anycTtuTh KOMaHAY JJIs BBIXOJIa U3 JOKEpa KOHTEHHEpA.

exit

6. Ecmu IP anpec He MeHsuIcs, TO 3alycK B Opay3epe OyneT JOCTYIIEH 0 aJipecy
http://127.0.0.1

JInst Toro, 4To0Bl MOCMOTPETH CIUCOK 3aIMyIIEHHBIX KOHTEHHEPOB HEOOXOIUMO


http://127.0.0.1/
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BBITIOJTHUTh KOMaHTY:
docker ps - a

Jns koppektHoit paboter ACHY «IIYJIbC» nomkHbl OBITH 3amyIIEeHbI
CJIEAYIOIINE KOHTEUHEPHI:

metro_backend 1
metro_consumer_1
metro_envoy 1
metro_frontend 1
metro_kafka 1
metro_producer_1

metro_zookeeper_1

4.4. Hacrpoiika cepBepa pe3epBHbIX KON 0a3bl JaHHBIX

Jns ycranoBku u Hactpoiiku CYBJl PostgresSQL HeoOxoaumo BBITIOJIHUTH
CJICIYIOIIIUE JCUCTBUS:

1. Co3zpatp KaTasor sl XpaHEHUs Pe3€pPBHBIX KOMHIA.

sudo mkdir /pg_backup

2. Co3pathb (aiin ckpumnra.

sudo touch /usr/local/bin/pgsgl_backup.sh

Jlo6aBuTh B (haiiil CaeayroIIee COAePKUMOE:
#!/bin/bash
#
# Backup a Postgresgl database into a daily file.
#

BACKUP_DIR=/pg_backup
DAYS TO_KEEP=14
FILE_SUFFIX=_pg_backup.sql
HOST=localhost

PORT=5432
DATABASE=mydb
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USER=myuser
PASSWORD=mypass

FILE="date +"%Y%m%d%H%M" ${FILE_SUFFIX}

OUTPUT _FILE=${BACKUP_DIR}${FILE}

# do the database backup (dump)
# use this command for a database server on localhost. add other options if need

pg_dump --

dbname=postgresql://${USER}.${PASSWORD}@${HOST}.${PORT}/${DATAB
ASE} -F p -f ${OUTPUT _FILE}

# gzip the mysgl database dump file
gzip SOUTPUT _FILE

# show the user the result
echo "${OUTPUT _FILE}.gz was created:"
Is -1 ${OUTPUT _FILE}.gz

# prune old backups
find $BACKUP_DIR -maxdepth 1 -mtime +$DAYS TO KEEP -name

"*${FILE_SUFFIX}.gz" -exec rm -rf '{}'";'

i mapameTpos:

DATABASE=mydb
USER=myuser
PASSWORD=mypass

VYka3arb 3HaU€HHUA U3 MyHKTa 5.1.

3. Jlo6aBuTh paBa Ha 3aITyCK CKPUIITA.

sudo chmod 777 /usr/local/bin/pgsql_backup.sh

4. HactpouTs nepuoja 3amycka CKpHUIITa.



B ¢aiin /etc/crontab 106aBUTH HOBYIO CTPOKY:
0 0 * * * root /usr/local/bin/pgsqgl_backup.sh

4.5. JlobaBjieHHe SVJ-cXeMbl /IJIs HOBOI CTaAHINH
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Jlns pgoGaBneHUs SVQ-CXEMBI JJISI HOBOM CTAaHIMM HEOOXOAMMO BBIIOJIHHTH

CHEYIOIINE JCUCTBUS:

1. JloGaButh (ailsn cxeMbl B KaTaJOr C UICXOAHBIM KOJIOM
metro-frontend/src/app/modules/elements/components/
2. BBINOTHUTH KOMaHTY

npm run build

4.6. TpeOoBaHusl K aNlIAPaTHOMY 00ecneYeHUuIo

Jns mrarHor pabotel Bcex woaynert ACHY «IIYJIBC» HeobGxommma
MUHHMaJIbHass KOH(QUTYpAIUs CepBEPOB, KOTOpas MpejcTaBieHa B Taoiuie 1.

Tabnuua 1 — MunuMansHas KOHQUTypalus cepBepa

APM
XapakTepucTuka EH"HHII;?J:3Mepe- 3HauyeHHe
Iy Monens Intel Core 15 wnu ananor
O3V DDR4 I'CauiT 8 mim Ooee
Kectkuit nuck SSD I'CauiT 100 unu Gosee
Kectkuit nuck HDD ["OauiT 100 nu 6omee
Microsoft Windows 8 uiu 6omee
OmneparoHHas cucTeMa Bepcus
HOBas
EnuHbli cepBep AJ1s1 BCeX NOACUCTEM
XapakTepucTHKA Exununa uzmepe- 3HayeHHe
HUSA
Y Mojens He meHee 8 10CTyNHBIX BBIUUCIIN-
TEIBHBIX P
O3Y DDR4 ["OaiiT 16 nu 6omee
Kectkuit nuck SSD I"CauiT 100 unu Gostee
Kectkuit nuck HDD .
(RAID 1w 0+1) ['GaitT 250 unu 6onee
OnepanyoHHasi cucTeMa Bepcus Linux

PesepBHBbIN cepBep A/ BCeX MOACUCTEM
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Enununa uzmepe-

XapakrepucTHKa 3HauyeHue
HUSA
Iy Moners He menee 8 moCTynmHBIX BBIUMUCIIN-

TEJILHBIX SJEP

O3Y DDR4 ['GaiT 16 unu Oosee

Kectkuit nuck SSD ["OauiT 100 nm 6omnee
Kectkuit nuck HDD o

(RAID 1 mm 0+1) ['GaiT 250 nnu Gortee

OrnepanioHHAas cUCTEMa Bepcus Linux




