(Y

£ ) KaiigseH

CucTtema aBTOMaTU3NMPOBAHHOIO
ynpapneHna sacejaHUAMNU

PYKOBOJICTBO ITO YCTAHOBKE ITO KAW/I3EH

Tromenn, 2021



Conep:xanue

1. YCTAHOBKA KIHMEHTCKOM YACTH ........vvveeeiitiieeesaiteeeaessnnneeeessnnneeessansneessssnnnenas 3
2. YCTaHOBKA CePBEPHOM YACTH HA LINUX .....oooiiiiiiiiiiiicie e 4
B R T 0T0) -1 1 £ (SRR 4
2.2. YcranoBka 1 HacTporka POSIQreSQL 12........ccovviiiiiiiiiiicie e 4
2.3. YcranoBka u HacTpoika KeyCloak ... 6
2.4. YCTaHOBKA CEPBEPHBIX TMPHIIOKEHMI ....vveiereriieeeiriesireesiee e snee e 8
2.5. Kondurypanus CepBEPHBIX TPUTOKEHII ....c.vveverrieiririiieeieesieeseesreeeeenes 10
2.6. YCTaHOBKA NEINX JIJIS PABTIAUM CTATHKH ...vvvveevveeessreresseeessssesssssesssssessnnes 10
3. YcraHoBKa cepBepHOil YACTH HA WINAOWS ..........cccoevviiiiiiiiiiiiec e 11
3.1 TPEOOBAHMS ... eiee ettt ne e nnns 11
3.2. VcTaHOBKA POSIGreSQL ....oveiiiieiiie e 11
3.3. YcranoBka Java - AdoptOpenIDK 14 ........ccovoiiiiiiiiese e 12
3.4. YeranoBKa KEYCI0aK..........cooviiiiiie e 12
3.5. HacTporka KEYCIOAK .........ccoiiiiiiiiieiieie s 13
RIT o5 21 (0):3:0: 10 B (O 0 X0 7 01 1<) & 13
4. KoHQUIyPALMS MPHUITOMEHMI .......oooiiiviiiiiiriieiiieie et 16
4.1. KoHQUTypaus KAIZEN-SEIVET .......ccciviiieeie et 16
4.2. Korduryparms Kaizen-notify ... 17
4.3. KoHOUTYPATHS KAIZEN-PIOXY....ccviiiiiiiiiieiiieie et 18
4.3. Kondurypamus Kaizen-infotable.............cocooiiiiiee, 19
5. Konurypamust KeYCloaK...........ccccvoviiiiiiiiie e 21
6. I'enepanus keytab ¢aiisa n Hacrpoiika Keycloak mosb3oBaress .............. 25



1. YeTaHOBKA KIMEHTCKOM 4acTH

Kinenrckas yacte «KaligzeH» paboTaer moj oONepalOHHON CHUCTEMOM
Windows u TpeOyeT ycTaHOBKHU. J[Js1 yCTaHOBKHM KJIMEHTa HEOOXOomMMo 2 pasza
KIMKHYTH 110 «Kiment Kaitnzen.exe» u I10 aBroMarnyecky yCTAHOBUTCS B HYKHYIO
HarnKy.

Jli1 KOppeKTHOM paboThl KiIMEHTa HEOOXOAMMO HAJIMYME B IaNKe KIWEHTa
daiina HacTpoek config.json co cieayronM Coaep>KUMbIM:

{

"serverApi": "http://kaizen-srv:8082/api/v1",
"notifyApi": "http://kaizen-srv:8081/api/v1l",
"serverEventSource": "http://kaizen-srv:8180/api/v1l",
"notifyEventSource": "http://kaizen-srv:8180/api/v1",
"keycloak": {

"url": "http://keycloak.asusp.corp:8080/auth/",

"realm": "kai'",

"clientId": "electron"

I'me «kaizen-srv» — ums cepBepa «Kaniazen».

«keycloak.asusp.corp» — ums cepsepa keycloak B momene ASUSP.CORP (B
IITaTHOM yCTaHOBKE coBMaaacT ¢ cepBepoM «Kaiiazen»).

realm — ums npodust Hactpoek B keycloak.

YToObI epeiTi B NaNKy KIMEHTa, HEOOXOAMMO KIMKHYTh MPAaBOM KHOMKOM
o spabIky [10 «Kaiinzen» u BeiOpath «Pacnonoxkenue daiinay.




2. YcTaHOBKA cepBepHOii yacTu Ha Linux

2.1. TpeGoBanmust
Heob6xonum cepsep ¢ Centos 7/8
1. Jlns ycranoBku 6a3sl qaHHbIX 1 Keycloak
2. Jlng yCTaHOBKH TPEX MPHUIIOKEHHIA:
2.1. Cepsep st OdkeHa
2.2. CepBep Ui OTIIPABKH YBEAOMIICHUN

2.3. IIpokcu-cepsep.

2.2. YcraHoBka U HacTpoiika PostgreSQL 12
1) Ycranoska PostgreSQL 12

sudo yum -y install
https://download.postgresqgl.org/pub/repos/yum/reporpms/EL-
7-x86 64/pgdg-redhat-repo-latest.noarch.rpm

Y cTaHOBUTE KIIMEHTCKUE U cepBepHbIE MakeThl PostgreSQL:

sudo yum -y install epel-release yum-utils
sudo yum-config-manager --enable pgdgl2

sudo yum install postgresgll2-server postgresqgll?2

[Tocne yctaHOBKU TpeOyeTCss MHULUATU3AIMs 0a3bl JAHHBIX, IPEXK/IE YEM MOYKHO
OyZIeT 3aIyCTUTh CITyXOYy.

sudo /usr/pgsqgl-12/bin/postgresgl-12-setup initdb

3anycTuTe U BKIIOUHUTE CIYKO0y cepBepa 0a3bl JTaHHbIX.

‘sudo systemctl enable --now postgresqgl-12

2) Hacrpoiika Postgresql

1) Co3nats aBe poau B postgresql

. asusp — 1T OCHOBHOTO CEpBepa

. notify — nist cepBepa onoBenicHuiA
BBITIOJIHUTH B TEPMHUHAJIC:

UL asusp

sudo -u postgres createuser --interactive -P




[root@localhost etc]# sudo -u postgres createuser --interactive -P
Enter name of role to add: asusp

Enter password for new role:

Enter it again:

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n

Shall the new role be allowed to create more new roles? (y/n) n

Pucynoxk 1 Co3nanue nosb3oBatens asusp

it notify

‘sudo -u postgres createuser --interactive -P

[root@localhost etc]# sudo -u postgres createuser --interactive -P
Enter name of role to add: notify

Enter password for new role:

Enter it again:

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n

Shall the new role be allowed to create more new roles? (y/n) n

Pucynok 2 Co3nanue monb3oBarens Notify

Jlnst cMeHBI Tapost y PO OTAEIBHO BBIMOJIHUTH

Su postgres
psql

JaJbIIC BBIIIOJTHUTD

ALTER USER asusp WITH PASSWORD 'password';
ALTER USER notify WITH PASSWORD 'password';

2) Co3natb ABe 0a3bl JaHHBIX

B xoncomnu postgresql(psql) co3nars nBe O1:

Su postges

cd ~

psqgl

CREATE DATABASE asusp OWNER asusp;
CREATE DATABASE notify OWNER notify;

3) Hactpouts pg hba.conf, nponucars 1octyn mo napoJro K cepBepam:
IIPOIKUCATh CETh, U3 KOTOPOM MPUXOAAT 3aPpOChl HA 1isten addresses
postgresql

. ecnu cepsep oauH 1o 127.0.0.1/32

. €CJIM CepBEPOB HECKOMBKO (OIMH s O/, APYTOid sl CEpBEPHBIX
MIPUJIOKEHUI ) TO JIMOO ceTh B KOTOpoM cepBepa 192.168.104.0/24 mubo
KOHKPETHBIN ajpec ceppepa ¢ Mackoit 32: 192.168.104.14/32

‘su postges




cd ~/
nano ~/12/data/pg hba.conf
host all all 127.0.0.1/32 md5

Eciu B ¢aiiie npucyTcTByroT 3amucH, rie BMecto mdS nanmcano ident, To ux
HEO0OXOIUMO yIAIHTh.

4) Hacrpotika listen_addresses

sSu postges

cd ~/

nano ~/12/data/postgresqgl.conf
Ligiten aclcresses = "x"

5) Hactpoiika firewall mis postgresql ecim cereBoit maTepdeiic B 30ue public:

sudo firewall-cmd --permanent --zone=public --add-
port=5432/tcp
sudo firewall-cmd --zone=public --add-port=5432/tcp

6) Pectapt cepBepa

‘sudo systemctl restart postgresqgl-12

2.3. YcraHoBKa u Hactpoiika Keycloak
1) [lepeBon selinux B pexxum permissive

B gaiine /etc/sysconfig/selinux uM3MeHUTH :

‘SELINUXZenforcing

BeImmosHUTE:

‘sudo setenforce 0

2) YcranoButh openjdk

‘sudo yum install java-latest-openjdk

VY110CTOBEPUTHCS, UTO YCTAHOBJIEHA TOJIBKO MOCHEIHsA Bepcus java. MuHuMasnbHas

Bepcus 14.0.1.

3) YcTaHOBUTH AOMOJIHUTENbHBIE YTUIUTHI Wget

‘sudo yum install wget tar

4) YcranoButh keycloak

wget
http://downloads.jboss.org/keycloak/10.0.1/keycloak-
10.0.1.tar.gz

tar -xzf keycloak-10.0.1l.tar.gz

sudo mv keycloak-10.0.1 /opt

5) Co3naTh MoJab30BaTEINsA

sudo useradd -r keycloak

6) Hactpouts Binazaenbiia Ha AupekTopuio ¢ keycloak



http://downloads.jboss.org/keycloak/10.0.1/keycloak-10.0.1.tar.gz
http://downloads.jboss.org/keycloak/10.0.1/keycloak-10.0.1.tar.gz
https://downloads.jboss.org/keycloak/10.0.1/keycloak-10.0.1.tar.gz

‘sudo chown -R keycloak: /opt/keycloak-10.0.1

7) Coznatb (aiin systemd unit B /etc/systemd/system/keycloak.service c
COACPKUMBIM.

[Unit]
Description=Keycloak Server
After=network.target

[Service]

Type=idle

User=keycloak

Group=keycloak

ExecStart=/bin/bash -c '/opt/keycloak-
10.0.1/bin/standalone.sh -b 0.0.0.0"
TimeoutStartSec=600

TimeoutStopSec=600

[Install]
WantedBy=multi-user.target

8) Bxutouuts 1 3anmyctuth keycloak:

systemctl enable keycloak
systemctl start keycloak

9) Hacrpotika firewall st keycloak eciu cereBoii maTepdeiic B 30He public:

sudo firewall-cmd --permanent --zone=public --add-
port=8080/tcp
sudo firewall-cmd --zone=public --add-port=8080/tcp

10) ITonw3oBarens it Bxoaa B untepdeiic keycloak

/opt/keycloak-10.0.1/bin/add-user-keycloak.sh -r master -u
admin -p secret
systemctl restart keycloak

11) 3aiftu B unTepdeiic 1 afMUHUCTpUPOBaHus 110 aapecy http://localhost:8080
¥ TIPOBEPUTH, YTO aBTOPU3AIIHSI IPOXOIUT KOPPEKTHO
12) YcranoBka krb5-workstation aist padotsi ¢ kerberos Ha keycloak

sudo dnf install krb5-workstation

15) Coznats u HacTpouTh noas3oBatenst Keycloak Ha kKoHTposIepe qomMeHa mo
rase 6.

16) Coznats krb5.keytab Ha koHTpONIIIEpE TOMEHA, HCTIOIB3YS NIaBy 0, U
CKOMMpOBaTh Ha cepsep ¢ keycloak B

‘/etc/krb5.keytab

17) Co3natsp (aiin HacTpoek /etc/krbS.conf Bmecto KAI.ZEN, Texymmii realm
nomeHa, 192.168.1.10 — aapec koHTposepa 1oMeHa (TyT MOKHO YKa3bIBaTh
HECKOJIBKO)


http://localhost:8080/

# To opt out of the system crypto-policies configuration of
krb5, remove the

# symlink at /etc/krb5.conf.d/crypto-policies which will
not be recreated.

includedir /etc/krb5.conf.d/

[logging]
default = FILE:/var/log/krb5libs.log
kdc = FILE:/var/log/krb5kdc.log
admin server = FILE:/var/log/kadmind.log

[libdefaults]
rdns = false
default realm = KAI.ZEN
dns lookup realm = false

dns lookup kdc = false

default tkt enctypes = rcd4-hmac,aes256-cts-hmac-shal-
96,aesl128-cts-hmac-shal-96

default tgs enctypes = rcd4d-hmac,aes256-cts-hmac-shal-
96,aesl28-cts-hmac-shal-96

ticket lifetime = 8h

renew lifetime = 7d
forwardable = true
[realms]

KAI.ZEN = {
kde = 192.168.1.10
admin server = 192.168.1.10

}

[domain realm]
.kai.zen = KAI.ZEN
kai.zen = KAI.ZEN

[appdefaults]
pam = {
debug = true
ticket lifetime = 36000

renew lifetime = 36000
forwardable = true
krb4 convert = false

}

18) BeimonuuTh HacTpoiiky Keycloak, ucrnonb3yto riasy 5.

2.4. YcTaHOBKA CepBEPHBIX NMPUJIOKEHUMH

B apxuBe Linux yiexuT 4 manku:

kaizen-server — OCHOBHOI cepBep C peaau3amnucii
kaizen-notify — cepBep onoBemnieHus



kaizen-proxy — mpoKcH cepBep ISl server sent event
kaizen-infotable — uadotabdio

I[J'ISI YCTAaHOBKH HCO6XOI[HMO BBIITOJIHUTH KOMAaH/BI.

Co31aTh CUCTEMHBIX IOJIb30BaTeNIel ik pa0OThI MPUIIOKESHUS:

useradd -r kaizen-server
useradd -r kaizen-notify
useradd -r kaizen-proxy

YCTaHOBUTH CEPBEPHYIO YaCTh

unzip -o Linux.zip -d install

sudo cp -rf install/Linux/*/opt/* /opt

sudo cp -rf install/Linux/*/etc/systemd/system/*
/etc/systemd/system

sudo systemctl daemon-reload

Boinars komangoii chmod 777 npaBa (aitity /opt/kaizen-proxy/bin/kaizen-proxy
Bxurouenue cepBuca Jijisi aBToCTapTa:

sudo systemctl enable kaizen-server
sudo systemctl enable kaizen-notify
sudo systemctl enable kaizen-proxy

3amyck cepBuca:

sudo systemctl start kaizen-server
sudo systemctl start kaizen-notify
sudo systemctl start kaizen-proxy

Ecnn CCPBHC HC MOXKCT 3aIllyCTUTBC, TO HCO6XO)II/IMO 110 PACIIOJIOKCHHIO

/etc/system/system Y kaizen-server.service u kaizen-notify.service IIOMCHSITH
bash na /bin/bash.

[IpocMOTp mpomeamx JOTOB:

journalctl -u kaizen-server
journalctl -u kaizen-notify
journalctl -u kaizen-proxy

IIpocMoOTp JIOTOB B peasiTanme:

journalctl -f -u kaizen-server
journalctl -f -u kaizen-notify
journalctl -f -u kaizen-proxy

Hactpotika firewall:

sudo firewall-cmd --permanent --zone=public --add-
port=8081/tcp
sudo firewall-cmd --zone=public --add-port=8081/tcp




sudo firewall-cmd --permanent --zone=public --add-
port=8082/tcp

sudo firewall-cmd --zone=public --add-port=8082/tcp
sudo firewall-cmd --permanent --zone=public --add-
port=8180/tcp

sudo firewall-cmd --zone=public --add-port=8180/tcp
sudo firewall-cmd --permanent --zone=public --add-
port=80/tcp

sudo firewall-cmd --zone=public --add-port=80/tcp

2.5. Kondurypanusi cepBepHbIX NPUI0KEHUH
daitpl KOHPUTYPAITIH XPAHATCS 110 CICTYIOITIM Ty TSIM:

Kaizen-server - /opt/kaizen-server/conf/properties.yml
Kaizen-notify - /opt/kaizen-notify/conf/properties.yml

Kaizen-proxy - /opt/kaizen-proxy/conf/properties.yml

Infotable - /opt/kaizen-infotable/conf.json

[Tonpo6Has nHpopMaIys 10 HACTPOMKE MPUIOKEHUN HAXOIUTCS B IIaBe 4
JTAHHOTO PYKOBO/ICTBA.

2.6. YcraHoBKa nginx AJisl pa3ady CTAaTHKHU

Coznarp aitn /etc/yum.repos.d/nginx.repo ¢ COAEPKUMBIM:

[nginx-stable]

name=nginx stable repo
baseurl=http://nginx.org/packages/centos/Sreleasever/Sbasea
rch/

gpgcheck=1

enabled=1

gpgkey=https://nginx.org/keys/nginx signing.key

module hotfixes=true

YcTaHOBUTH NgInX:

‘sudo yum install nginx

Jl0GaBUTH B aBTO3AITYCK U 3aIlyCTUTh:

sudo systemctl enable nginx
sudo systemctl start nginx

W3menuts paitn /etc/nginx/conf.d/default.conf

server |
listen 80;
server name localhost;
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location /sounds/ /{
alias /opt/kaizen-notify/sounds/;

}

location /infotable {
alias /opt/kaizen-infotable/;
}

3. YcraHoBKa cepBepHOi yacTy Ha Windows

3.1. TpeGoBanust

Heo6xonum cepep ¢ Windows 7/8/10. Bce komnonenTs! «Kaiiazen» kpome
Keycloak MmoxxHo ycranoButh Ha cepsep ¢ Konrpomnepom nqomena. Keycloak
noixeH ObITh Ha ipyroM [TK, KoTophlil HAXOAUTCS B JOMEHE, YTOOBI KOPPEKTHO
pabortan Kerberos. Bce komnbrotepsl, B3auMoaeiicTByomue ¢ «Kaiiazen» q0mKHbI
HaxXomUThes B fomeHe. Co3maTh Ha KOHTPOJUIEpE JOMEHA MOJIB30BaTeNIsl C UMEHEM
adjudge (c mpaBaMu aIMHUHUCTPATOPA) U MPOU3BOAUTH HACTPOIKY OT €r0 UMEHHU.

1. Jlna ycranoBku 0a3bl JanHbIX U Keycloak
2. Jlnd yCTaHOBKH TPEX MPHIIOKEHHIA:

2.1. Cepgep st OdkeHAA

2.2. CepBep I OTIIPABKH YBEAOMIICHUN

2.3. IIpoxkcu cepgep.

3.2. YcranoBka PostgreSQL

1. Ha cepBep HeoOxoaumo yctaHOBUTH PostgreSQL. Ckayarb MOXHO MO CCBUIKE:
http://www.enterprisedb.com/postgresql-tutorial-resources-training?cid=48

2. I3MeHuTh KOHPUTYpALIMOHHBIN (haiis

C:\Program Files\PostgreSQL\12\data\postgresql.conf:

listen_addresses = 'localhost'

3. U3menuts C:\Program Files\PostgreSQL\12\data\pg_hba.conf, nponucare
JOCTYT MO MapoIko K cepBepaM (eciivd Takoh HaCTPOMKHM TaM HET):

MIPOMHCATh CE€Th, U3 KOTOPOU MPUXOAT 3anpockl Ha listen addresses postgresql
. ecnu cepsep oauH 1o 127.0.0.1/32

. €CJIM CepBEPOB HECKOMBKO (OIMH st O/, APYTO TSl CEpBEPHBIX
MPUJIOKEHU ) TO JIMOO ceTh B KOTOpoM cepBepa 192.168.104.0/24 mubo
KOHKPETHBIN ajpec cepepa ¢ Mackoit 32: 192.168.104.14/32

host all all 127.0.0.1/32 md5
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4. B xoHconu psql (TpedyoTcs mpaBa aIMHUHHCTPATOPA, 3aITyCKACTCS yepe3
[Tyck-PostgreSQL 12-SQL Shell (psql)), coznars nonb3oBarenei u 6a3bl TaHHBIX:

CREATE USER asusp WITH PASSWORD 'password';
CREATE USER notify WITH PASSWORD 'password';
CREATE DATABASE asusp OWNER asusp;
CREATE DATABASE notify OWNER notify;

JKenarenpHo 3aMeHHUTH Mapodib 'password' Ha OoJiee 3alUIIeHHBIN.

YT10oOBI BOWTH B KOHCOJIb H€O6XOI[I/IMO 3aIlOJIHUTh JaHHBIC 110 YMOJJIYaHHIO WX TC,

KOTOpPBIC OBLIN YKa3aHbI (ITapoJib MOJI30BATEIIS 3aIOHSIICS IIPU PETUCTpaIin ):
]: localhost

: postgres

Pucynox 3 Bxox B koHCOIB pPOStgres

[Tocne noGaBneHus moyib30BaTeseH U 0a3 JaHHBIX NEepe3ayCTUTh postgresql uepes
ciyx06 Windows (TpedyroTcsi mpaBa aiMMHUCTPATOPA).

3.3. YcranoBka Java - AdoptOpenJDK 14

Ckauath MOXHO 110 cchlIke: https://github.com/AdoptOpenJDK/openidk14-
binaries/releases/download/jdk-14.0.1%2B7.1/OpenJDK 14U-
jdk_x64 windows_hotspot 14.0.1 7.msi. Bo Bpemsi yCTaHOBKH IIpH BHIOOPE

JOTIOJTHUTENBHBIX TTApaMEeTPOB HY>KHO BbIOpaTh B criucke «Set JAVA HOME
variable» u BeiOpath «Will be installed on local hard drivey. Jlns ycranoBku
TpeOyIOTCS MpaBa aMUHUCTPATOPA.

TR s 244 HOME varibid

=1 Will be installed on local hard drive

=38 Entire feature will be installed on local hard drive

¥ Entire feature will be unavailable

Pucynok 4 Set JAVA_HOME

3.4. YcranoBka Keycloak

Jlo ycranoBku npuioxkeHus: Kaizen-keycloak Heo6XoauMo BBIOIHUTH
CHEAYIOLINE NICNCTBUS:

1. CxomupoBarb noydeHHbii (aitn krb5.keytab ¢ konTpomiepa qomena Ha
cepep, kyna oynet ycranosieH Keycloak (kak coznats keytab daiin cm.

IYHKT 6).
2. 3anyctuth Kaizen-keycloak.exe Ha cepBepe U yCTaHOBUTb.

12



https://github.com/AdoptOpenJDK/openjdk14-binaries/releases/download/jdk-14.0.1%2B7.1/OpenJDK14U-jdk_x64_windows_hotspot_14.0.1_7.msi
https://github.com/AdoptOpenJDK/openjdk14-binaries/releases/download/jdk-14.0.1%2B7.1/OpenJDK14U-jdk_x64_windows_hotspot_14.0.1_7.msi
https://github.com/AdoptOpenJDK/openjdk14-binaries/releases/download/jdk-14.0.1%2B7.1/OpenJDK14U-jdk_x64_windows_hotspot_14.0.1_7.msi

3. Coznarb monb3oBatens A Bxoaa B keycloak (secret mapons). BeimonHuTs B
KOMaHJIHOW CTPOKE OT UMEHH aJMHUHUCTPATOPa

"C:\Program Files\Kaizen-keycloak\bin\add-user-keycloak.bat" -r master -u
admin -p secret

[Tocne BeIMOTHEHUST KOMAHIBI TTepe3amyCcTuTh ity xk0y kaizen-keycloak.
3aiitu o aapecy http://localhost:8080/auth/admin/master/console/ n

HCIIOJIB3Yys JaHHBIC y‘-ICTHOfI 3allMCU BOMTHU B MaHEIb AIMUHUCTPUPOBAHUA.

3.5. Hacrpoiika Keycloak
Jlnst Hactpoiiku Keycloak cinemyer oOpaTuThCs K MyHKTY 5 TEKYIIEH
JIOKyMEHTAIINH.

3.4. Ycranoska I10 Kaiinzen
Y CTaHOBUTH MPUIIOKECHUS:

. kaizen-server.exe
. kaizen-notify.exe
. kaizen-proxy.exe
. kaizen-nginx.exe

OTKpBITH MOPTHI Ha (aliepBoJIe WU OTKIIOYUTH €T0:

8081
8082
8180
8080
80

®aitsibl KOHPUTYPAITIH XPAHATCA 110 CIETYIOITIM Ty TSIM:

Kaizen-server - C:\Program Files\Kaizen-server\conf\properties.yml
Kaizen-notify - C:\Program Files\Kaizen-notify\conf\properties.yml
Kaizen-proxy - C:\Program Files\Kaizen-proxy\config.yaml

Infotable - C:\Program Files\Kaizen-nginx\html\infotable\conf.json

[TonpoOHast uH(pOpMAITHS IO HACTPOMKE MPUIOKESHUSI HAXOIUTCS B 1.4 JaHHOTO
PYKOBOJICTBA.

3anyckath yepe3 CiyKObl:
. Kaizen-nginx

. Kaizen-notify

13



http://localhost:8080/auth/admin/master/console/

. Kaizen-proxy

. Kaizen-server

G CnyBel

®aiin  [eiicrane  Bug  Cnpaska

e EmELE HEl »onwp

. CoyxcBei (nokans! | < Coye6e (nokansHble)
-
Kaizen-natify Wnas
O}k DevicesFlow_11338b

Qeranosuts crywey 1€} DevicesFlow_4deTb

Mepesanycruts cnyxby

Ok DHCP-knment
0} Diagnestic Execution Service

20} DNS-knuent
CHCTEME 3BTOMATHIMPOBAHHOTD & .
. G Elan Service
ynpaenexna sacegannamm Kaiigsen - X
notify O} GalaxyClientService

0} GalaxyCommunication

0} GraphicsPerfSve

Lk Intel(R) Content Protection ..
O}k Kaizen-nginx
i Kaizen- notify

Onncanne:

£k Kaizen-proxy
O}k Kaizen-server

Onuncarne

Moseoner dynkunam ConnectUX v “Mapamerpel MK* cosa,..
Moseoner dynkunam ConnectUX v “Mapamerpel MK* cosa,..
Pernctpupyer n obroennet IP-agpeca u DNS-3anucwn gna 3T,
Executes diagnostic actions for troublesheoting support
Cnyw6a DNS-knnenta (dnscache) kswmpyer wmena DNS w ...

GOG Galaxy component for handling privileged tasks.

Graphics perfformance monitor service

Intel(R) Content Protection HECI Service - enables communi..
CMCTEMa BETOMATUSMPOBAHHOTO YIPAENEHNA 33CEAAHHAMM ...
CHCTEMa BETOMATUSMPOBAHHOTO YIDAENEHNS 3ACEAAHHAMMN ...
CMCTEMa BETOMBTUSMPOBAHHOTO YIPAENEHNS 3ACEATHUAMM ...
CMCTEMa BETOMBTUSMPOBAHHOTO YIPAENEHNS 3ACEATHUAMM ...

Pucynox 5 Ciyx0b1 Kaizen

Cocroanme

BrinoanaeTca

BrinoanaeTca
BrinoanaeTca

BrinoanaeTca
Brinosnsetca

Tun sanycka
Bpyuryto
Bpyuryto

ABTOMaTMYE...
Bpyuryto (8K,
ABTOMaTMYE...
ABTOMaTMYE...

Bpyuryto
Bpyunyro

Bpyuryto (8K,

Bpyunyro

ABTOMATMYE. .,
ABTOMATHHE. ..

ABTOMaTMYE. .

ABTOMaTMYE. .

[Tepen oOHOBIIEHHEM ITPOrpaMM HEOOXOIUMO OCTAHOBUTD CITY>KOBI

Jlorn XPaHATCA B ITaIlIKax IOgSI

Bxoa oT umeHn

NokaneHan cuc...
NokaneHan cuc...
NokaneHan cny..
JlokaneHaa cuc..

Ceresan cryxba

JlokaneHaa cuc..
JlokaneHaa cuc..
JlokaneHaa cuc..
JlokaneHaa cuc..
JlokaneHaa cuc..
JlokaneHaa cuc..
JlokaneHaa cuc...
JlokaneHaa cuc...
JlokaneHaa cuc...

Kaizen-server - C:\Program Files\Kaizen-server\logs
Kaizen-notify - C:\Program Files\Kaizen-notify\logs
Kaizen-proxy - C:\Program Files\Kaizen-proxy\logs

Infotable - C:\Program Files\Kaizen-nginx\logs

IHopsimok crapra cay:x0 mox Windows:

1) postgresql-x64-12 — PostgreSQL Server 12

2) Kaizen-keycloak
3) Kaizen-proxy
4) Kaizen-notify
5) Kaizen-server

6) Kaizen-nginx

I[JIH aBTOMAaTHYECKOI'0 BOCCTAHOBJICHHUS ITOCJIE COOs HCO6XOI[I/IMO HAaCTpOUTDH

BO BKJIIaJKe «Boccranosienue» y ciyx0 «llepesamyck» B ciryyae OmmOKH:
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CeoficTea: Kaizen-server (flokaneHeli KomneroTep)

OBwwe Bxogscwctemy BoccTadoBnenwe  3asucumocTi

LefcTEMe KoMNeoTEPa, BeINonHAEMoe Npw choe cnyxBel. NomMows npur
HacTpofke AefCTEMA N0 BOCCTAHOBNEHWID.

Nepsrin chioi: Mepesanyck cny*x0b e
Bropoii choid: MNepesanyck cnyxisl w
Mocneoyiowwe chow: Mepesanyck cny*x0b e

Chpoc cyeTuMka owmboK yepes: D oH.
Mepesanyck cnyxGol yepes: MKH.

[ ] BkniouTs QEMCTEMA ANA OCTAHOBOK C owWWBKaMK.

MNapamMeTpbl Nepesarpyski. .
BrinonHeHue nporparmel

Mporpardra:

Dfzop...

MapardeTpel K orMSHLHOMA CTROKM:

NonucaTte B KOMaHOHY CTPOKY cyeTuMkK owbok [Fail="L1%)

Omvera | | Mpwerrs

Pucynox 6 BoccranoBneHue ciy>k0bl
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4. Kondurypauus npujioxeHuu

4.1. Kondurypauus kaizen-server
®aiin KOHPUTYpaLUK HAXOAUTCA 0 CIAEAYIOIEMY MTyTH:

e s Linux /opt/kaizen-server/conf/properties.ymi
o it Windows «C:/Program Files/Kaizen-server/conf/properties.yml»

OCHOBHBIE MTaApaMeTPbl, HEOOXOAUMBIE ISl KOPPEKTHON padOThI MPUIIOKEHUS:

api/notify/baseUrl — angpec cepBepa 11 onoBeneHM

aura/baseUrl — aapec cepsepa moayns AYPA. Eciau mapameTp mycToi, To
MOJTyJIb OTCYTCTBYET

aura/appDir — manka npuioxxenus. J{ims windows - «C:/Program
Files/Kaizen-server», s Linux - /opt/kaizen-server/

spring/datasource/url — url koHekTa k 0a3e JaHHBIX
spring/security/issuer-uri — uri 1 koHekTa K keycloak ums xocTa T0IKHO
COBIIAJaTh C UMEHEM 10 KOTOPOMY MOAKIIIOYACTCS KIIMCHT K CEpBEPY.
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SEYVer:
port:

app:
api:
arbitr:
baseUrl: "https://schedule.arbitr.ru”
connectTimelut: 50=
readTime0nt: 1203
court-tag: "FASZS0O"
writeTimeOut: 1203
notify:
baseUrl: "http://127.0.0.1:5081/api/vl/notification™
connectTime(ut: 503
readTime0ut: 120s
writeTimeOut: 120s
asusp:
async-events:
pooclSize:
async-stream:
timelnt:
pooclSize:
scheduler:
enabled: true
zone-id: "Asia/Yekaterinburg™
notSyncBefore: "00:10:00405:00™
aura:
name: "Kaizen"
courtName: "AC Sanamso-CHEMpCrODO OKpYTAE"
basellrl:
connectTimelut: 50=
readTimelnt: 120s
writeTimeOut: 120s
soundDir: "/scunds™
appDir: "C:/Program Files/Haizen-serwver™
delayAllowed: 103
recordStateDelay: 10s
monthsToStore:
numberOfAttenptsCheckRecording:
spring:
datasource:
hikari:
connectionTimeout:
maximumPoclSize:
url: jdbc:postgresgl://127.0.0.1:5432/asusp
username: asusp
password: password
security:
cauth?:
resourceserver:
jwt:
issuer-uri: http://kevcloak.kai.zen:8080/auth/realms/KAT.ZEN

Pucynok 7. Kondurypamus kaizen-server

4.2. Konpurypamus kaizen-notify
daiin KoHPUTYpalMU HAXOAUTCS 10 CIACAYIONIEMY Ty TH:

e s Linux /opt/kaizen-notify/conf/properties.yml
e s Windows «C:/Program Files/Kaizen- notify/conf/properties.yml»

OcHOBHBIE TApaMeTPhI, HEOOXOUMBIE JIsI KOPPEKTHON paOOThI MTPHIIOKEHUS:

17



spring/datasource/url — url koHekTa k 6a3e JaHHBIX

app/file-directory — myTh 10 manku co 3ByKOBBIMH (aitnamu. J{ims windows -
«C:\\Program Files\\Kaizen-nginx\\htmI\\sounds», mist Linux - /opt/kaizen- nginx
/html/sounds.

SErVer:
port:

spring:
datasource:
hikari:
connectionTimeont:
maximmPoolSize:
aunto-commit: false
url: jdbc:postgresgl:/f127.0.0.1:5432/notify
username: notify
password: password

app:
ttl-reminder-info-tablo: 1203
ttl-reminder-client: 120s
restart-scheduler-delay: 103
file-directory: "C:\\Program Files‘\\EKaizen-nginx‘\‘html‘'scunds™
async-stream:
timefmt: 130s
poolSize:

Pucynok 8 Koudurypamus kaizen-notify

4.3. Konpurypauus kaizen-proxy
®ailn KOHPUTYypaLK HAXOAUTCS MO CIAEAYIOIIEMY TyTH:

e s Linux /opt/kaizen-proxy/conf/properties.yml
o s Windows «C:/Program Files/Kaizen-proxy/conf/config.yml»

OcHOBHBIE ITapaMeTpbl, HEOOXOAUMBIE TSI KOPPEKTHON paOOThI IPUIIOKEHUS:

« long/url - url xonexra x kaizen-server k long sBeHTam
o short/url - url xonekra k kaizen-server k short sBentam
« notify/url - url konekra k kaizen-notify x sBeHTam.

18



app:
listen:
address:
port:
Server:
readHeaderTimeout:
writeTimeout:
idleTimeout:
maxHeaderBytes:
accessControlAllowdrigin: "*"
Lransport:
maxIdleConns:
maxIdleConnsPerHost:
maxConnsPerHost:
idleConnTimecnt:
disableCompression: true
channel :
eventSleep:
sleepReconnect:
long:
len:
cap:
url: "http:/f127.0.0.1:8082/api/vl,/state/long™
short:
len:
cap:
url: "http:/f127.0.0.1:8082/api/vl/state/short™
notify:
len:
cap:
url: "http:/f127.0.0.1:8081/api/vl/notification/event,/subscrikbe™

Pucynox 9 Konduryparnmst kaizen-proxy

4.3. Kondurypauus kaizen-infotable
®ailn KOHPUTYypaLMi HAXOAUTCS 1O CIAEAYIOMIEMY MTyTH:

e s Linux /opt/kaizen-infotable/conf.json
e st Windows «C:/Program Files/Kaizen-nginx/html/infotable/conf.json »

OcHOBHBIE ITapaMeTpbl, HEOOXOAUMBIE TSI KOPPEKTHON paOOThI IPUIIOKEHUS:

« countPlaySoundStartHearing - koiuecTBO BOCIIPOU3BEACHUM

o cardViewCount — KOJIMUECTBO 3aCe/IaHMsl, OTOOpAKAEMBIX JJIs 3aJ1a HA
nH(poTa0IIO0

o serverApi - url koHekTa K kaizen-server

« notifyApi - url konekra k kaizen-notify

« soundFileUrl — url nginx ¢ cratukoi



"countPlaySoundStartHearing™: 1,

"cardViewCount™: 17,
"timeoutCompletedSession™: 5,
"serverEventSource™: "http:/S127.0.0.1:8180/api/vl™,

"notifyEventSource™: "http://S127.0.0.1:8180/api/vl™,
"serverhApi™: "http:/S127.0.0.1:8082/api/fvl",
"notifvApi": "htrtp:/S127.0.0.1:8081",
"soundFileUrl™: "http:/f127.0.0.1/s0unds™

Pucynok 10 Kondurypamus kaizen-infotable
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5. Kondurypamus Keycloak
JI1st HaCTpOMKH HEOOXOANUMO BBITIOJHUTH CIEAYIOIINE IEHCTBHUS:

1. JoGaBuTh HOBBIU realm u mepelT K ero HacTporKe

IKEYCL:

Master

KALZEM

Pucynok 11 Jlo6aBnenue realm

2. Bo Bkinanke «Clients» qobaBuTh HOBOTO KianeHTa ¢ uMeHeM «Electrony
I A dd Client
Realm Settings Import Select file &

© dients ClientID *

Client Scopes

Pucynok 12 Jlo6aBnenue HoBoro client

3. 3anonHuTh GopMy ciemyronmM 00pa3oM U HaKaTh KHOIIKY Save
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Electron

Settings Roles Client Scopes Mappers Scope Revocation Sessions Offline Access
ClientID electron
Name
Description
Enabled [ on |
Consent Required OFF
Login Theme keycloak
Client Protocol openid-connect
Access Type public
Standard Flow Enabled m
Implicit Flow Enabled OFF
Direct Access Grants Enabled OFF
Root URL
* Valid Redirect URls *
Base URL
Adrmin URL
Web Origins *

Pucynok 13 ®opma Electron

4. Yhnanuth BceX KIMEHTOB, KpoMe electron

Clients
Lookup
=3 [«
ClientID Enabled Base URL Actions
T Edit o Del

Pucynox 14 Y nanenue KIMeHTOB

5. Jlo6aButh «User Federation» ¢ mpoBaitaepom Idap

Client:

Client Scopes

Roles

dentity Providers User Federation
User Federation Keycloak can federate external user databases. Out of the box we have suppart for LDAP and Active Directory.

To get started select a provider from the dropdewn below:

Authentication

v

Add provider.
kerberos
Idap

Pucynox 15 /lo6aBnenune LDAP

6. 3anmomHUTH HOpMY CIEITYIONTUM 00pa3oM:
22



Required Settings

Provider ID 49d7e-chdb-42c8 bad3-5
Enabled E
Cansole Display Name dap
Priority o
-
Edit Mode READ_ON v
Sync Regiscratior oFF
* Vend
* Username LDAP artributs
* RDN LDAP attribute
“UUID LDAP attribute
* User Object Classes
c on URL
Users DN
* Bind Type Sple v
Enable StartTLS oFF
*Bind DN Ch=keyclosk CN=Users, DC=kaiDC=zen
* Bind Credential
Custom User LDAP Filter nlfobjectOsss=organizationslPersonyabjectClass=user]({UserAccountControl:1.2.840.113556.1.4.803:=2})
Search Scope v
Validate Password Policy oFF
Trust Email [ on |
Use Truststore 5PI Only for Idaps v
SR
Connection Timeout 20000
Read Timeout 40000

Pucynoxk 16 3anonunenue dpopmer LDAP

B Connection URL yka3zats [P agpec konTposuiepa qomena. B Bind
Credential 3anuceiBaeTcst mapoib oT yuetHou 3anucu Keycloak.

3anmonauTh nHGopManuio o Kerberos Integration. Ecniu cepBep ycranosieH
Ha OC Linux, To pacnionoxenue (aiina keytab - /etc/krb5.keytab.

Kerberos Integration

Allow Kerberos authentication m

* Kerberos Realm KALZEN
* Server Principal HTTP/keycloak.kai.zen@KALZEN
* KeyTab cikrbS.keytab
Debug m
Use Kerberos For Password OFF

Authentication

Pucynok 17 3anonnenne nndpopmanuu o Kerberos

Hactpoliku cuHXpOoHU3aIuu
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Sync Settings

Batch Size 1000
Periodic Full Sync m
Full Sync Period 604800
Periodic Changed Users Sync m
Changed Users Sync Period 26400

Pucynok 18 Hactpotika cCHHXpOHH3aIMH

[TpoBepuTth uepe3 Test Connection, Test autentification uro HacTpoiiku
KOPPEKTHO pabO0Tal0T U, CAHXPOHU3UPOBATH CIIMCOK IMOJIb30BaTEIICH:

Syﬂ( Setti @ Success! Sync of users finished successfully. 0 imported users, 0 updated users X
Batch Size 1000
Periodic Full Sync m
Full Sync Period 604800
Periodic Changed m
Users Sync
Changed Users 86400
Sync Period

Cache Settings

Cache Policy DEFAULT hd

EECIN LIS Synchronize changed users | Synchronize all users m

Pucynok 19 CunxpoHu3anus Criucka mojib30BaTesei

[IpoBepuTh, 4TO BCE MOJIH30BATEN CUHXPOHU3UPOBAIUCH BO BKJIAJIKE
«Usersy:

Pucynox 20 [TpoBepka CUHXpOHU3ALMH [T0Ib30BATENIECH
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6. l'enepamus keytab ¢aiina n nacrpoiika Keycloak moan3oBartens

1. JloGaBuTth momnw3oBatens keycloak B koHTposuiepe qoMeHa

Hoewld obbekT - Nonb3z0EaTenb -

; Cozpamee:  kai.zen/Users
d D

Hrag: |ke-_.rc:lu:|ak WMHmLmans:: I:I

Pamunma: | |

DonHoe umA; |kE‘_-"C|I:|E||': |

HME Ex003 NONb30EITENR.

|I-:e1_.rc:h:|ak | | Ekai.zen W |

MmA exona nonesoeatenA (Mpen-Windows 2000):
|mn | |I-:e:.rc:luak |

< Hasan Oanee > | | CmaeHa |

Pucynok 21 Jlo6aBieHre HOBOTO MOJIb30BATENS

2. YcranaenuBaeM ranodku «llapameTpbl ydeTHOH 3aTUCH»:

CeowcTtsa: keycloak _

YneH rpynn I Brogawme ssoHm I Cpena | CeaHcel | YpaneHHoe yripasneHue
Mpodune cn AaNEHHEX PaGoqKK CTONOE | COM+
D6wwe | Agpec | YueTHar sanmce | Mpocune | TenempoHe! I Cpratnzawn

Mma Bxona nonesoeaTens:

|keycloak | | @kai.zen w |

Wra exona nonesosatens (npea-Windows 2000):
|KAI | |keycloak |

| Bpems exopa. .. | | BxopHa... |

[ Pas6nokupoBaTs yyeTHylo Sanvce

MapameTpk! yHETHOM SanMcu:

[] Wcnonssoeats Tans! wieposasna Kerberos DES ana sToi ~
Danras yuetHans samuce nogoepxusasT 128-paspAgHoe
[aHHan yueTHaRA sanuce noggepxueasT 256-paspRaoHoe
Bez npepsapuTensHOi NpoBepKK NoanHHoCT Kerberos v

Cpok ABACTEMA YYSTHOIM 3aNKMcK

(®) Huiorma

~n

O Metegae: |11 mapta 2021r. El |

| 0K | | OmeHa | | MpumMeHTE | | Cnpaexa |

Pucynok 22 [TapameTpsl yueTHOI 3anicu
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3. CrenepupoBath Ha KOHTpoIiepe AomeHa keytab ¢aiin komanoii:

ktpass -princ HTTP/keycloak kai.zen@KAI.ZEN -mapuser keycloak -pass
secret -ptype KRB5 NT PRINCIPAL -crypto AES256-SHA1 -out
C:\krb5 keytab

[TapameTp —pass nOHKEH COBIAAATh ¢ apoyieM yueTHoi 3amucu Keycloak.
@KAI.ZEN o6s3aTensHO mUcaTh OONBITUME OYKBaMH.

4. TIpoBepuTh TPynmnoByIo MOMUTHKY: CeTeBast 6€30MacHOCTh: HACTPOMKa
TUTIOB MK(POBaHUs, pa3petieHHbIX kerberos, J0KHa coBMaiaTh ¢ TUTIAMU
nmdposanus B keytab (AES256 HMAC SHAT). YtoObl monacTs B
penakrop, HyxHO B toricke Windows BBectn «l3mMeHeHHE rpynoBOi

MOJIUTUKI» U OTPBITh KOH(PUTYypaALIHIO.
PeaakTop NOKanbHOW rpyNMNoBOA NOAUTAKA l;li-

7 Kondurypauun Windows
b 1 Aanncry patnentie Wal 6nore

Pucynok 23 ['pynmnoBas monutuka

5. Kaxnwriit [1IK nomken nogkitouathes K cepBepy no aapecy keycloak.kai.zen.
st aToro Heooxonumo B «Jlucnetuepe DNS» Ha KOHTpoJIIEpe T0MEHa
co3aarh y3en A, mibo Ha kaxjaoMm [1K nponuceiBats B (aitsie host
cinenyromee: 192.168.77.130  keycloak.kai.zen (rme ip-agpec 3To ajapec
cepsepa ¢ keycloak)

26


file:///C:/C:/krb5.keytab

¥zen (A) | BezonacHocTs

¥aen (ecnv He yKasaH, To MCNoNb3YETCR POOMTENECKIMA AOMEH):
| CEYCIOaK

MonHoe aomMeHHoe A (FADN):
|key'doak.kai zEen

IPaapec:
|192.168.7?.13|]

[[] OBHosmMTs cooTeeTcTEyIOWY0 FTR-3ankes

| | OmaeHa | | MpuMeHATE

Pucynok 24 Co3nanue y3ma A.
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